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Information about the copyright and the use of the Basic Technical
Architecture Concept

The contents of this handbook and the appropriate documentation are the intellectual
property of Volkswagen AG. The document or any of its components must not be
passed on to third parties without a written consent of Volkswagen AG.
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1 Introduction

The Volkswagen dealer portal (named “portal” further on) is an application which
enables a logged in user to start further applications without having to log in newly
each time.

You can access the portal via CPN1 (http:/portal.cpn.vwg) or via internet
(https://dealerportal.vw-group.com). The latter allows the usage of only those
applications which can be accessed via Internet.

The organisations, which do not have access to the portal so far, have to register one
employee as a local administrator first (see 4.4 Register a local administrator). This
local administrator can then log in to the portal and add new users as well as manage
their permissions via local user administration (see 6 Local user administration).

You can assign not only applications to a user but also access rights within the
application (see 6.3.2 Tab “Applications”). These access rights are called roles in the
portal.

Regardless of the application assignment, a user can in addition get several
employee roles (please, do not mix them up with the roles mentioned above) (see 6.6
Manage employee roles). An employee role means that a user has a specific function
in the organisation or that he/she is a contact person for a specific subject (e.g.
management, prospective customer manager).

Portal users have the possibility to change their own profile (e.g. language or
password) (see 5.3 Input mask “My profile”).

Hint concerning the Global-UserID:

The Global-UserID is a corporate, unique UserID. The Global-UserID will be
assigned to a user after the importer has introduced the Global-UserID into its
market. Until this moment the previous UserlD can be used.

This document assumes that the Global-UserID is already in use.

! Central Partner Network: Network for connecting importers and dealers
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Section overview

Section 3, General information about using the portal, gives an introduction of how
the portal should be used.

Section 4, Logging in to the portal describes the process of logging in and all other
functions of the portal logon and start pages.

Section 5, Using the portal, describes how to use the portal after having logged on.
This includes changing the user profile and password, as well as creating favourites.

Section 6, Local user administration, explains how the local administrator creates and
manages users and organisation data.

Section 7, Quick reference for local user administration, is aimed at providing quick
and precise instructions concerning the local user administration. Please use this
section also as a reference.

Section 8, Additional information, provides you with detailed instructions concerning
the usage of list boxes and other components.

2 Prerequisites
Minimum requirements to use the portal:

e Microsoft Internet Explorer 9.0, with standard settings (cookies and JavaScript
must be activated).

e Screen resolution 1024 x 768

e Arial font
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3 General information about using the portal

Please do not use the button ,back” of your browser. The button
is to be used instead or you can also select the menu item from the menu once
again.

3.1 Tabs

A lot of the screen masks are shown as tabs which are piled up on your screen. You
can only see the content of the chosen (lying on top) tab, which is coloured in light
grey; hidden tabs have a dark grey colour.

selected tab hidden tabs
Applications sy=tem messages notifications

Content of selected tab

Figure 1 Tabs
By clicking on a tab you can bring it to the foreground

Example: Click on the tab ™ notifications to be able to view its contents.

selected tab

hidden tabs
Applications system messages notifications

Content of selected tab “Notifications”

Figure 2 Select a tab
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3.2 Buttons
There are diverse buttons among different input masks and dialogs.

Buttons are special areas of a page which can carry out certain actions when you

click on them. They are recognized when the mouse symbol “arrow” % changes

into “hand” while pointing on them.

The most often used buttons and their functions are briefly described below:
; Go back to portal site.

| Logout of the portal.

| All entered values are changed back to their original values.

| Submit changes.

| Close the window or leave the menu without saving changes.

| Open the user's profile input mask (see 5.3 Input mask “My
profile” ).

) Open a help window.

Buttons on tabs refer not only to the visible tab but also the hidden ones. For
example, if some settings have been changed in more than one tab, the

button will save the settings of both visible and currently not visible

(hidden) tabs.

You will find further information about using the portal in section 8, Additional
information.
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4 Logging in to the portal

If an organisation has no registered portal users so far, it should start with the
registration of one employee as an administrator (local administrator). This local
administrator can then create further users. How to register the local administrator is
described in Section 4.4 Register a local administrator.

After having successfully logged in for the first time, each user should change
the default password. The password should be kept secret.

If there are problems with logging in, the local administrator must check user details
and the status of his/her account. The logging in is only possible when the account
status put on “active”. (see 6.3 Manage user details).

There are two ways of logging in:

e Enter the Org-ID, the User-ID and the password and click on | or
confirm with the return key.
e Enter the Global-UserlID and the password and click on | or

confirm with the return key.

After having logged with the Global-UserID once, a user can not log in with the
Org-ID and the User-ID anymore.

Log in with Org-ID and User-ID:

Org.-D [WAT111 UgerD |DW205LC Pazsword

Lagin with Global-UserlD

Figure 3 Portal log in page

Login with Global-UserlD

By choosing the user will switch to the logging possibility with

the help of the Global-UserID.
Log in with Global-UserlD:

Global-UserlD | DY205LC Pazsward

Login with Org-ID and UserlD

Figure 4 Portal log in page
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By choosing Lednwith Ora-ID and UserlD  the yser will switch to the logging possibility

with the help of Org-ID and User-ID.

Note that while entering your password you should mind capital and small
letters (it is case sensitive).

After entering repeatedly the wrong password, the user will be blocked for the next 3
minutes. When the time is over, the user can login again.

The local administrator can set a new password, if a user has forgotten his old
one. (see 6.3 Manage user details).

4.1 Choosing the language

Available languages On the left side of the page you can find a list of
Deutsch languages available for login page. If you want to switch
English to a different language, click on the appropriate entry.
Frangais Note that after logging in, all the texts will be shown in
Espaiiol the language defined in the user profile (see 5.3 Input

Italiana mask “‘My profile” )

Mederlands
US English
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4.2 System state

System state displays current messages from the system. If there are any new
messages, the tab will be coloured in red.

By clicking on the tab ™ systemstate you will get system messages displayed.

Applications B =ystem messages notifications

system messages

The dealer portal will not be available from 24.12.2004 - 31.12.2004 . Your dealer portal team

Figure 5 System state
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4.3 Telephone support

In order to get telephone support for the system the user should click on the
“Telephone support” tab and then follow the link. A  browser window with
corresponding telephone numbers will open.

Login Systemstate Telephone Support

Telephone Support
e vou get answers ur gquestions about the contert, the technology and administrative matters.

Figure 6 Telephone support

You can close or minimize this browser window in order to get back to the portal
page.

4.4 Register alocal administrator

The old version of the portal created an administrator for new organisations
automatically. This person could then manage his/her users.

The current version of the portal will not carry out the creation of a local administrator
automatically. Instead of it, an employee from a new organisation can register
himself/herself as a local administrator.

To do so a user must enter his org ID and press the | button. In the
following registration form the new local administrator must enter data and the
security code (see Figure 7 Registration form).

He/She can get his/her org ID and security code from the responsible importer.
Further on you will find the corresponding registration form.

Error messages and tips can be found on a second tab “Feedback”, which is shown
automatically.
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Portal Administration.

Registration Feedback

Registrationform

Org - 1D -
Passward

Paz=zward Confirmation

Securitycode

Salutation hr W

First name

Last name

Identity card numker (Last three digits)

Drate of hirth . . (DM YY)
ehiail

Language Englizh b4

Figure 7 Registration form

All fields must be filled out in the registration form. Please click on to
save your data.

I You should choose a password which is not similar to the org ID or the user ID. I

After this an email containing a link will be sent to the local administrator. Clicking on
this link will cause the portal to start. The local administrator then logs in with the
login information he/she has just entered on the registration page. After the logging
in, the registration can be considered fully completed.

A user registered in this way will automatically become the role of the local
administrator in the application “Local User Administration”.

This way of registration allows only one local administrator per organisation.
However, the local administrator can create other users with administrator rights.
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5 Using the portal
The portal start page is displayed after logging in.

VOLKSWAGEN AG Dealer portal.
Navigation area Content area

Welcome.
Lokale Berutzeryerwatun M Applications M system messages M notifications
Mevvada

Waolk cen Group . s
e e e (Y Please select one of the following applications:

B administrate Lokale Benutzerverwatiung

Mewvada

M iy Profile M Logout

Figure 8 The portal start page

The portal is divided into two main areas with navigation area on the left and content
area on the right.
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5.1 Navigation area
Initially the Navigation area contains only “My favorites”.

Here the user can add applications from the portal or any
other desired links (see 5.1.1 Add applications to “My

administrate favorites).

ST Example of a filled out list “My favorites”.

Mevvads
Yolkswaden Group

administrate

It depends on the login way (http://portal.con.vwg or https://dealerportal.vw-
group.com) which applications in “My favorites” can be shown and worked with

There are messages below “My Favorites” which report about successful or
unsuccessful saving operations. The following table shows some examples of such
messages.

Saving was successful.

An unknown error occurred due to a problem in the
unknown error system.

5.1.1 Managing favorites

If you wish to manage your favorites, please click on the = administrate | hytton, which
you will find on the right side at the bottom of “My favourites” area. This action takes
the user to a managing favorites window, where the tabs “Applications” and “Free
internet links” are available.
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5.1.1.1 Add applications to “My favorites”

The tab “Applications” allows a user to add applications (available applications in the
dealer portal list) to its favorites. The list of selected applications shows all the

applications that are to appear in favorites.

B Applications B Free Internetlinks

Zelected Applications

(2] Lokale Benutzerverwalttung

Yorhandene Applikationen im Handlerpaortal

M Remove 0 o

(447 Mesvada

B Cancel M Reset

B Submit

M Fortal B Logout

Figure 9 Favorites — applications

In order to add an application to “My favorites”, please select it with the left mouse
button in the bottom list and then click on ¥ &dd | This will move the application to
the upper list. Up to three applications can be added as favorites.

To remove an application, select it in the upper list and then click on ™ Remave

To save changes, you should click on the F.l=iiil

will be lost.

button, otherwise changes
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5.1.1.2 Add external links to favorites
The “Free Internetlinks” tab allows you to add links to the favourites.

Applications Free Internetlinks

Free Internetiink=

Wolkswagen Group - Chibp: Sy o -group . com)

Remove Add

LIFL

Mame

Figure 10 Favorites — Internet links

The URL text field is used to enter the desired web site. It is sufficient to enter the
URL in the format www.myfavourite.com. The system will automatically add the
“http://” prefix. If the link should lead to an encrypted page, the whole internet
address including “https://” must be entered. Please enter the title of a favorite in the
text field “Name”. This title will then appear in the list of favorites.

If you wish to add a link to the list, please press the ¥ &dd  putton. Up to 20 external
links can be saved in “My favorites”. In order to remove links, please select one or
more of the external internet links in the list above and then click on ™ Remave

It is possible to switch between the two tabs without saving changes.

If you wish to save your changes, please press the | button, otherwise
the changes will be lost.
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5.2 Content area

The content area contains tabs in the part above. Below you will find the buttons, the
number of which depends on the tab currently selected.

5.2.1 *"Applications” tab

Applications system messages notifications

Please select one of the following applications:

Lokale Benutzerverwwattung

Mevvada

Figure 11 «Applications» tab

The “Applications” tab contains a list of all applications which a logged on user has
access rights to. He/she can start an application by clicking on it.

Depending on the way the user has logged in (http://portal.con.vwg or
https://dealerportal.vw-group.com) he/she will get visible only those applications
which are available.
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5.2.2 “System messages” tab

B Applications B systemn messages M notifications

system messages

The dealer portal will not be available from 24 122004 - 31 122004 Your dealer portal team

M 1y Profile B Logout

Figure 12 System messages tab

This tab shows current messages which can concern the whole system or just a
single application. When a new system message appears, this tab is shown in red.
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5.2.3 “Notifications” tab

Applications B system messages notifications

Hello Mr Karl Mustermann

Employee roles have been assigned to your organization! Please as=sign these roles to your
employees uzing the local administration!

Please administer the email addresses and address data for your company using the local
administration's menu item ‘Partner's common data“.

Personal notification

Figure 13 “Notifications” tab

The “Notifications” tab is used to welcome and inform users. In the above example a
test person is asked to validate his/her email address. Additionally the local
administrator in the user's car dealership has sent two personal notifications.

This tab is automatically shown on the portal start page when there are some
notifications for the user. If there are no notifications, the tab "Applications” is shown
instead.
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5.3 Input mask “My profile”

By clicking on LlifaiE the user reaches “My profile” mask. Here he/she
can view his/her personal data and edit some of it. The following two tabs are
available here: “Profile” and “Your applications / roles”.

M Profile B Your applications ! roles

Edit user data of Mustermann
Organization R =

Title

Last name 0000

Paszword Change password -

Diect disling 122 |

Fax 555 |

Mabil-Phone 2] | - b || |

AP Pasawnrn] | —

B Cancel e B Submit B Fortal B Logout
Figure 14 Editing profile

Dealer Portal Handbook Page 21 of 62 FIK/S5
© Copyright Volkswagen AG Document-Version: 1.0.3.1 Retail, Wholesale and Integration

dealerportal_UserManual_1.0.3.1-eng_anw.doc




Dealer Portal Handbook

5.3.1 Tab “Profile”

In this tab a user can check and edit his/her master data. All entries in white text
fields can be edited. Blue text fields can only be changed by the organisation local
administrator.

Edit user data of Mustermann

Organization | B=rak L )
Last name | Ll = .
Paz=sword Change pazsword =

Direct dialing  [122

Fax [555
hiokil-Phone @ - i
WAP Passwoard
elail | karlmustermanni@DED 7111 0w we-group de
Language | English W
Birthickay (cd b
Department [ p= ===
zalesperson nr.
Host User ID
Sales status
Account status |

Figure 15 Profile with basic details tab
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Language settings

If you change a language you will get all texts in the portal (including the login page)
displayed in the selected language.

Please note that setting a language you cannot read could make the portal unusable.

How to enter mobile phone numbers is explained in section 8.2 Enter mobile
numbers.

If you wish to find information about validation of your email address please consult
section 8.3 Validate an E-Mail Address.

Changing the password

You can change your password by clicking on the &thanuepassword |ink, which leads
you to a new input mask.

Change password

Old Pazsword
Merwy Passward

Memwy Password varification

Figure 16 Change password

Please enter your old password once and your new password twice.

The new password is only saved after you have pressed the
button.

5.3.2 Tab “Your applications / roles”

This tab informs the user about which roles and applications he/she has got assigned
by the organisation local administrator.
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M Profile B Your applications /roles

Your employee roles

Your applications / roles
Lokale Benutzerverwaklung
Laoksler Adminiztrstar

[

VYolkswagen PartnerHet
EL*
Firanz
Schulung
Yerkaufsleter
Werkaufer
Groikundenbetreuer
Marketing Absatzibrderer

| £

B Cancel B Feset B Submit M Fortal B Logout
Figure 17 Assigned applications and roles
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6 Local user administration

The local user administration is to be used by the local administrator to manage
users of its organization. This includes creating, editing and deleting of user
accounts, as well as managing applications and roles.

The activation of internet data administration makes it possible for an organization
not only to administer the organisation-related data but also the internet-related data.

If an organisation has assigned employee roles, it is possible to assign these to users
or to remove them from them.

The personal notification function allows the local administrator to send notifications
to a user individually or to all the users of his/her organization (see 5.2.3
“Notifications” tab).

If you wish to start the application “Local User Administration”, please click on the link
“Lokale Benutzerverwaltung” in the tab “Applications” on the portal start page.

Please note that local wuser administration is displayed as “Lokale
Benutzerverwaltung” in all languages.

6.1 Menu items of the “Local User Administration”

The activation of internet data administration
enables the local administrator to use the menu
item “Partner’s common data”. Otherwise the
Edit data of the organization * menu item “Edit data of the organisation” will be
shown instead. These two menu items are never
visible at the same time.

Local administration

Partner's common data *

Manage employee roles *
Create new user

Personal notifications The “Manage employee roles” menu item is only
available if the so called employee roles have
been assigned to the organisation by a member

_ of the support team or due to the contract
*not always available conditions.

A=s=ign applications

The menu items are explained below.
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6.2 User search

While start working with the local user administration the first thing you see is the
user search mask (see Figure 18 User search). If you wish to switch to this mask
from another menu, please click on the “local administration” in the menu (left side).

In the part above you can enter your search criteria. Below your search results will

appear. You can edit or remove users shown in the list.

After having started the local administration, the search process is first carried out
automatically. Therefore all the users of the corresponding organisation will be

shown.

VOLKSWAGEN AG

Local administration
Edit data of the organization

Dealer portal.

Portal Administration.

Manage employee roles
Create new user
Personal notifications
A==zign applications

Lokale Benutzerverwattung
Wolkswagen Group

administrate

Organization: DE471110

Search for applications
Al

Search criteria

Search for user ID Search for username Sort by

Username

Search for userroles
WAl

W

Results of the user search: 4 record(s) found.

User ID Uzername
DE471110.000 Lokaler, Administeator
muster Muster, Max

Muster frau Musterfrau, Klara
Mustermann Mustermann, Karl

Résult

Action

RBEX
BEX
BEX
REX

Figure 18 User search

6.2.1 Define search criteria

IDs or user names can be used as search criteria. Searching compares the entered
text with the first letters of the user data. Searching for the user ID “Muster”, for
example, would find “Muster”, “Musterfrau” and “Mustermann”. It does not matter
whether you enter capital or small letters while searching.
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By means of the field “Search by ID” it is both possible to search using Global-
UserlDs or User-IDs.

While searching according to user names ensure that only the first OR the last name
has been entered (alternatively first few letters of the first or the last name can be
entered). The search function will separately compare the entered texts with the
saved first and last names. Due to this searching for “Max Musterman” would not
bring any results, whereas searching using the letters “Must” would result in e.g.
“Max Muster”, “Klara Musterfrau” and “Karl Mustermann”.

You can sort your search results according to the user names or Global-UserlDs
using the “Sort by” dropdown list.

It is possible to search by user name using the assigned applications and/or roles. In
this case the local administrator should select the corresponding entries from the
“Search for applications” or “Search for user roles” dropdown lists.

All the entered search criteria will be taken into account while searching and only
those users who satisfy these criteria will be displayed in the list of search results.

Please select the | button to start your search.

When you press the | button, the entry fields “ID” and “user name”
will be cleared and the search process will start again showing all users.

Organization: DE471110

Search for uzer D Search for username Sort by
Il=ernatme -
Search for applications Zearch for userroles
All WA w

Figure 19 User search — search criteria
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6.2.1.1 Overview of results

The number of records found during the search process is displayed at the upper left
part of the search area.

6.2.1.2 Browsing

When the number of found users exceeds 50, the results will be displayed on more
than one page, so that it is more comfortable to work with the results. The total
number of pages, the current page, as well as the buttons for turning pages on are
located at the top right of the search area.

You can turn on the search result pages by means of the arrow buttons: “ and
These buttons appear only if a previous/next page exists.

6.2.1.3 User list

The user list shows all the users which satisfy the search criteria. The results in this
list are either sorted according to their user IDs or to their user names, depending on
search criteria entered.

When you click on the GlobalUserID, user ID or on the &8 button, your master data
and the applications which you have access to will be displayed. In this view you can
edit them.

You can use the E button to get a compact overview of all your assigned applications
and roles.

The ¥ button enables you to delete a user after you have confirmed your wish in the
dialog window, which appears after pressing this button.

Overview of results Browsing
Results of the user search: 4 record(s) found.
Uszer D Uzernatme Actian
DE471110.000 Lokaler, Administrator BEX
muster Muster, Max c:a @ E_
huster frau Musterfrau, Klars c:a @ E_
Mustermann Mustermann, Karl c;a E E_
User list Management
functions

Figure 20 User search — search criteria
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6.3 Manage user details

This page consists of two tabs: “Master data” and “Applications”. They will be
explained in the following sections.

VOLKSWAGEN AG

Local administration
Edit data of the organization
Manage employee roles
Create new user
Personal notifications
Assign applications

Lokale Benutzerverwattung
“olkswwangen Group

M administrate

Dealer portal.

Portal Administration.
M Basedata
Edit data of DE471110  Mustermann

User ID Mustermann
Salutation & wmr ) Mrs

M Applications

Tile |

First name |Karl

Last name |Mustermann

Pazaword |

Pazzwaord Confirmation |

Department |\f’ertriebJ’Servic:e

Salesperzon nr. |4T11

Direct dialing 122

B Submit

Figure 21 Editing user details

* #

>

hs
% Required Field

B Fortal

[ ] Logout
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6.3.1 Tab “Master data”

This tab allows a user to check and edit user details.

Edit data of DE4™110 / Mustermann

U=zer ID Mustermann

Salutation

Title

First name

Lazt name
Pazsward
Pazsward Confirmation
Departmert
Salesperson nr.
Direct dialing
Fhox
kabil-Phone @
WAP Passward
eMail
Language

Host Uszer D

Sales status
TAMe Account Status
Account status

'@' g C‘ [ g=

Harl o

Mustermann i

YertriehfService

4711

122

233

karl. mustermanni@@DES 71110 -

Englizh w
Pleasze zelect b
active

active ¥ %

A
* Feguired Field

% % The uzer can edi itz perzonal profile

Figure 22 Editing user details —tab “Master data”

Personal user details can be edited in the white fields. Fields marked with an asterisk
(%) are mandatory (must be filled in). Fields marked with two asterisks (#x) can be
edited only by the user himself/herself.
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If a user has forgotten his/her password, the local administrator can supply him/her
here with the new one.

How to enter mobile phone numbers is explained in section 8.2 Enter mobile
numbers.

If you wish to find information about validation of your email address please consult
the section 8.3 Validate an E-Mail Address.

6.3.1.1 Account status
Here you can set the status of your account. Only users with an active account may

log in to the portal.
TAMe Account Status active

Account status | active "

Figure 23 Account status “active”

TaMe Account Status disabled
Account status | disabled w

Figure 24 Account status “everything disabled”

User account status is one of the most important data managing instruments for a
local administrator within his/her organisation.

It occurs that a local administrator needs to block a user account for internal reasons
without deleting it so far. For this purpose he/she can change the user account status
to “disabled”, as shown in Figure 24.
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6.3.2 Tab “Applications”

For viewing the applications and roles assigned to a user, please click on the tab
“Applications”.

Applications which the user has been assigned to via one or more roles are
expanded by default, so that the roles within the applications are visible. The roles
assigned to a user are indicated with selected check boxes. Those applications,
which have not been assigned to a user, are shown as collapsed.

Portal Administration.

Basedata Applications

Allowed applications

+ DISS Monitor

Feedback Monitor

Standard-Rolle

+ Handlerinfarmationssystem (H.LS.) der Y Bank
Lokale Benutzervervwatung

Lokaler Administratar

+ Meswada

SAGAZ (Entwicklungssystem)

SAGAS? (Testsystem)

YWolkswagen Hotline Channel

+

+

+

Yolkswagen Partneriet

+

Yolkswagen PartnerShop

+

Figure 25 Editing user — applications

Displayed roles can be changed as required when you click on the + or — symbol that
appears before the application name or when you click on the application name itself.
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+ Handlerinformationssystem (H.LS ) der “W Bank
- Lokale Benutzerverswatung
Lokaler Administrator

+ Mewads

+ Handlerinformationzszystem (H1LS.) der YW Bank
==  + |okale Benutzerveraatung

+ Mewacds

Figure 26 Displaying more details

If the role details are visible to you, you can choose those which you want to assign
to a user within the selected application. Alternatively the ticks can be withdrawn from
the check boxes, if you do not want the user to work with this role or application any

longer.
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6.3.2.1 The roles that require obligatory authorization

Only local administrators can apply for the roles that require obligatory permissions.
However permissions for such a role will be activated only after it has been
authorized by the User Release Centre.

The roles that require obligatory permission are marked with red colour. An additional
text “This role requires a further level of release authorisation” will be shown when
you point on such a role with your mouse.

- Zeko

] Budi

] walk| This role requires a Further level of release authorisation |

Figure 27 Mouse over arole that requires obligatory authorization

The local administrator can apply for such a role by means of placing a tick on the
corresponding checkbox and saving it.

- Geko
Auddi

C] Felease is pending EN

Figure 28 Mouse over arole that requires obligatory authorization

The role authorized by the User Release Centre is shown in the following figure:

- Geko
L] Ludi

O [Release was approved |
Figure 29 Mouse over a status sign, the role has been approved.
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A local administrator can withdraw an assigned role by means of removing the tick
and saving the mask. If a local administrator applies for a role which requires an
obligatory permission and which has been withdrawn once, the role must be
authorized again.

- zeko
e Sl

L] [the application has been cancelled by the local
administrator,

Figure 30 Mouse over a status sign. The role has been approved. Later is was
withdrawn by the local administrator.

In the following table the symbols concerning the roles which require obligatory
authorization are shown and described.

Symbol | Approval Status Help Text concerning the Symbol
- Not requested -
Requested” The release is pending
@ Rejected The release was denied
et Approved The release was approved
-3 Cancelled Already approved role was withdrawn by the local

administrator

%2 This Symbol can also appear if a you cannot apply for the role because the User
Release Center for your Org-ID does not exist so far. In this case a help text: “No
User Release Center available!” would be desplayed.
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6.4 Partner’'s common data

The input mask for partner's common data is available via the corresponding menu
item in the navigation area of local administration. Whether this menu item is visible
or not for your organisation depends on the contract conditions. If this item is not
visible for you, the menu item “Edit master data of the organisation” will be displayed
instead. If this is the case you can skip this section.

VOLKSWAGEN AG Dealer portal.

Local administration Portal Administration.

Partner's common data ) B

M Partnerdata M web presence M Electronic mailboxes
Manage employee roles

Create new user et rrre -
Personal notifications a nér S_ common a . —
Assign applications COrganization natne: E UF Schnupperzugang

Telephone exchange:

Fax number:
Lokale Benutzerverwattundg
Volkswadgen Group
Company address Shipment address
B administrate Street Street

WerzandStr Vers -hr

M Portal W Logout

Figure 31 Partner's common data

Partner's common data is subdivided into three areas which are represented by three
tabs in the content area: “Partner data”, “Web presence” and “Electronic mailboxes”.
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6.4.1 Tab “Partner’'s data”
The partner's data tab displays the organisation contact information identical to that
in the contract, thus this data cannot be edited.

M Partnerdata M web presence M Electronic mailboxes

Partner's common data
Organization name: : - f NUpRer Zugand

Telephone exchange:

Fax number:

Company address Shipment address
Street Street

Am Platz 17

B Cancel B Reset B =Submit B Fortal B Logout

Figure 32 Partner’s data

6.4.2 Tab “Web presence”

The web presence tab gives the possibility to edit showroom and garage contact
information. All these fields must be filled in. Whether the showroom or garage areas
are visible or not, depends on the dealer’s contract. In some case both areas will not

be visible.

Dealer Portal Handbook Page 37 of 62 FIK/S5
© Copyright Volkswagen AG Document-Version: 1.0.3.1 Retail, Wholesale and Integration

dealerportal_UserManual_1.0.3.1-eng_anw.doc




Dealer Portal Handbook

Portal Administration.

Partnerdata Web presence Electronic mailboxes

Showroom s
Please fill out the fields for your company's showroom.
Common data

Drganization name:

Campany address:

preallocate fields
Communication

Telephone exchange:

Fax number;

Pleaze inzert one telephone and one fax number. Please use this format:
Irternational code, area code, number, direct dialing.

% Al figlds are reguired. bt

Figure 33 “Web presence” tab — “Showroom” area

Take-over of partner’s data

For simplification of working process it is possible to take over the information about
the showroom and garage area from the existing partner common data into the mask
displayed above. In order to do this, please click on the ™ prealocate fields phytton. If
other text has already been entered in the text fields, a dialog window will appear
asking if it should be overwritten.
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B Partnerdata M web presence M Electronic mailboxes
Garage s ]
Please fill out the fields for your company's garage.
Common data
Organization name: | |
Company address: | |
I preallocate fields
Communication 3
Telephone exchange: | | 1
Fax numbet: | |
Please inzert one telephone and one fax number. Please use this format: B
Irternational code, area code, number, direct dialing.

(£

% Al firld= are renliverd

B Cancel B B =ubmit B Fortal M | ogout
Figure 34 “Web presence” tab —“Garage area”
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6.4.3 “Electronic mailboxes” tab

In the tab “Electronic mailboxes” you can enter email addresses concerning web
presence and scheduler information of all assigned brands. It is obligatory for each
brand to fill in the scheduler information field.

If you wish to enter an email address for a particular brand, please select the
corresponding brand from the drop-down menu. Then use the text fields below to
enter the email address for that brand. The email address entered in this field will
then be accepted for the chosen brand. The data of other brands will not be visible at
that moment, but you can work with it later on. The procedure described above must
be carried out for each brand.

Partnerdata Web presence Electronic mailboxes

Your company's mailboxes ...

Brand A W

... far web presence

Thiz mailbax iz showwn inthe web for a customer's approach. e, on the
web prezence www.volkswagen.de

... Tar =cheduler infarmation *

Thiz mailbax ist uzed by Vaolkswagen group to inform schedulers st
pattner companies. YWe need thiz infarmation to enzure a smooth
communication within scheduling futher on.

*
mailbox =cheduler's deputy

% Fequired Field

Figure 35 Electronic mailboxes

In order to save the new data or changes on all tabs, please click on the

| button. If you have forgotten to fill out a field or have entered some
data incorrectly in one of the tabs, the corresponding notification will be displayed.

Message texts
The following messages concern fields filled out incorrectly or incompletely in any of
the three tabs of “Partner's common data”.
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Possible messages in the “Web presence” tab

Showroom:

Garage area:
[ ]

Organisation name not specified

Street not specified

ZIP code not specified

City not specified

State not specified

Please enter a telephone number of the showroom
Please enter a fax number

Organisation name of the garage not specified
Street of the garage not specified

ZIP code of the garage not specified

City of the garage not specified

Country of the garage not specified

Please enter a telephone number of the garage
Please enter a fax number of the garage

Please switch to the “Web presence” tab and enter the necessary details.

Possible messages in the “Electronic mailboxes” tab

Scheduler email is wrong or missing
Scheduler's deputy email is wrong or missing

Please switch to the “Electronic mailboxes” tab and enter the necessary detalils.
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6.5 Edit master data of the organisation

You can come to the input mask for organisation master data via the menu item “Edit
master data of your organisation” located in the navigation area of local
administration.

Edit data of: DE471110

Drganization name; Handler flr Schnupperzugang

ehdail; emaili@partnernet .de

Telephone exchange: -05361-9-

Fax numbet: -05361-9-

Company address Shipment address
Street Street

Am Platz 17 |Versand5tr Wers.-Mr |
IIp City ZIp City

38436 Wolfshurg |V-F'LE | |V-Dr‘t |
state

B Submit B Partal B Logout
Figure 36 Edit data of the organisation

You can change email and dispatch address of your organisation in this input mask.
The filling out of these fields is optional. For example you can leave the dispatch
address empty especially when it is identical with the company address.
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6.6 Manage employee roles

You can manage employee roles via the “Manage employee roles” menu item in the
navigation area of local administration. With the help of this input mask it is possible
to assign users to various organisation employee roles. Each employee role must be
assigned to at least one user. There are some employee roles which can be

assigned to one user only.

Local administration Portal Administration.

Edit data of the organization

Employee roles Available employees

Manage employee roles
Create new user

Manage employee roles

Personal notifications
A=zign applications

Lokale Benutzerverwatung
Walksvwanen Group

administrate

Interessentenmanager (VW)
(exact one person per organization)

E fustermann, Karl

Stellvertreter des Interessentenmanagers (VW)
(&t least one person per organization)

ﬁ fusterfrau, Klara

E Mustermann, Harl

e-Commerce (Audiy

(&t least one person per organization)

M Mustermann, Harl

Figure 37 Manage employee roles
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6.6.1 Tab “Employee roles”

The tab “Employee roles” contains a list of all available employee roles and the users
to which they have been assigned.

It is also shown here how many people are assigned or must be assigned to each
role.

Example:
e-Commerce (Audi) €= employee role and brand
(&t least one person per arganization) @ rules

E Musterfrau, Klara

E Mustermann, Karl
$ Withdraw employee roles

users

Figure 38 Managing employee roles — information

To withdraw an employee role click on the ™ button next to the user's name. A dialog
window will be shown which will display detailed information about this employee role
and the user. You will also be asked to confirm the role withdrawal.

role to withdraw:
e-Commerce [Audi)

Username
Mustermann, Karl (Mustermann)

Do you really wish to deprive the employee of this role?

Figure 39 Withdraw employee roles
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6.6.2 Tab “Available employees”
In this tab you can assign employee roles to available users.

B Employee roles B Available employees

Manage employee roles

Lokaler, Administrator
huster, bax
Musterfrau, Klara

Muzstermann, Harl

M Fortal B Logout

Figure 40 “Available employees” tab

In order to assign an employee role to an employee, please click on the user name
first, then choose the desired role from the window that appears.

Manage employee roles

Available employee roles

| e-Commerce (Audi L' |

User data
Mustermann, Karl (Mustetmann)

Fax number |555 |

telephone number |122 |

etdail |kar|.mustermann@DE4?1 ih D.vw-grc|

M Cancel M Submit
Figure 41 Pop Up Window “Assign employees”
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Users with employee roles assigned need to have a fax number, a telephone number
and an e-mail address. These details can be completed or edited by the local
administrator in the pop up window.

If a new role has been assigned to an employee, he/she will be automatically
informed per email.

If the email validation is activated for an organisation and an employee's email
address gets changed during role assignment process, the employee will receive
another validation email.

If the role assignment process has not been completed or if an employee role has
been assigned too often, following messages can appear below the favourites.

Each employee role must be assigned to at least one

Your role assignment is user. This message appears for example if the last user
incomplete! Please review . .
your gpecifications! has been withdrawn from an employee role. In this case

please assign a new user to the role.

You have assignedtoo many ~ Thijs message is shown when an employee role that can

employees to at least one . .
role! Please review your be assigned to only one user, has been assigned to more

specifications! users.

Your role assignment i=

i“““_"""g“t“- Ll e This message is shown when an employee role has not
assigned too many .

N oy been assigned yet and when an employee role has been
role! Pleage review your assigned too often.

specifications!
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6.7 Create a new user

A local administrator can create new users using this menu item.
While creating new users, you can set user details and access rights. The input mask
consists of two tabs: “Master data” and “Applications”.

Local administration Portal Administration.
Edit data of the organization o

M Basedata M Applications

Manage employee roles

Create new user

Personal notifications Create a new user in the organization DE471110

Assign applications User 1D |DE4?111U.D1? | * —
[y Favorves ______| sasaten © wr O s
Lokale Benutzerverywatung U | |
Volkswanen Grou First name | | %
M administrate Last name | | *
Password | | * 0
Pazswwvord Confirmaﬁon| | *
Department | |
Salesperson nr. | |
Direct disling | | .
% Fequired Field

M Cancel B Submit M Fortal M Logout
Figure 42 Create a new user
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6.7.1 Tab “Master data”
In the master data tab you can enter details of a new user.

Portal Administration.

M Basedata B Applications

Create a new user in the organization VWI111

|

Globar-UserlD wWill khe reguested

Desired G-UID | |

Salutation (&) pr (O mrs
Tile: |

First mame |

Pazsword |

|
|
Last name | |
|
|

Pazsword Confirmation |

*
*
*
*
ldentity card number I:h_agt three digits) wk
Fke

pateotbith || || [oomaevr

Department |

District

Salesperson nr. |

Direct disling |

hobil-Phone @ | b ||

WWAP Password |

ehdail @ |

Status: no mailbox specified

|
|
|
|
Fax | |
|
|
|

Language | English ~ |

Host User ID | |

Sales status | Please select b |

T&Me Accaount Status

Accourt status | active A | * v

* Required Field
% % The uzer can edt itz personal profile

B Cancel ESE ; M Fortal

Figure 43 Create a new user — Tab “Master data”
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Local administrator can enter user personal details into the white text fields. The
fields marked with an asterisk (x) must be filled out. Fields marked with two asterisks
(#%) can be administrated by the user himself/herself.

Creating a new user you must enter a password. Password entering is not necessary
for example when you merely edit user data.

How to enter mobile phone numbers is explained in section 8.2 Enter mobile
numbers.

If you wish to find information about validation of your email address please consult
section 8.3 Validate an E-Mail Address.

When the process of a new user creation has been completed, a new Global-UserID
will be applied for him/her.

6.7.2 Tab “Applications”

The description for the applications tab you will find in section 6.3.2, Tab
“Applications” .
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6.8 Personal notifications

“Personal notifications” function is no longer supported by Dealer Portal.

Dealer Portal Handbook
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6.9 Assign applications

A local administrator can use menu item “Assign applications” in the navigation area
of local administration to assign or withdraw access rights to/from several users at a
time.

VOLKSWAGEN AG Dealer portal.

Local administration Portal Administration.
Edit data of the organization
Manage employee roles

User data Allowed applications

Create new user

User data
Lokaler, Administrator (DE471110.000)
Muster, Max (muster)
Musterfrau, Klara (Musterfrau)
fustermann, Karl (Mustermann)

Personal notifications

As=sign applications

Lokale Benutzerverwattundg
wolkswwaden Group

administrate

'@ assign O weither sy

Figure 44 Assign applications

Please select from the list a user whom you want to assign a role to or withdrawn it
from. For multiple selections, see section 8.1 Multiple selections in list boxes.

Depending on whether application access rights need to be assigned or withdrawn to
the selected users, the administrator clicks the corresponding button below the user

list: '@' assign {:} withiclr sy

Once users have been selected, applications and roles must be chosen in the
“Allowed applications” tab. The selected users in the list will remain selected when
switching between tabs.

The “Allowed applications” tab presents a list of applications and roles that should be
familiar to the local administrator from managing user administration. If you click the

| button you will assign or withdraw an application access right to/from
selected users.
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Portal Administration.

User data Allowed applications

Allowed applications

+ Audi Partnerklet Prelive-System A
+ Audi Zervicenst Loadbalancer
+ Elektronizsches Service Auskunftssystem (ELSA)
+ ElzaPro
- Geko
Audi

emlkevaraman
Applications with compulsory fields are assigned under "
+ B8\ oeal administration == IJser-options"!

- Lokale Benutzerverswaltung
|:| Lokaler &dministrator
+ Migratiom™izard
+ =5M - Systemn Standard Management

+ S
PR

Figure 45 Allocation of applications

Subjected to authorization roles and applications with compulsory fields will be
displayed as not assignable. For this reason you will also not be able to select these
roles and applications. A help text will appear when the mouse crosses over the
role/application.

Text displayed for subjected to authorization roles:
Roles subject to approval can be requested under “Local Administration”!

Text displayed for application with compulsory fields:
Applications with compulsory fields are assigned under “Local Administration — User-
Options”!
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7 Quick reference for local user administration

Here you will find quick help for different procedures that are available in local user
administration. First of all, you should log into the portal and start local user
administration.

7.1 Organisation

7.1.1 Edit partner data of your own organisation
- Menu item “Edit data of the organisation”

This menu item is visible only in case of internet administration being deactivated for
your organisation.

Details: Section 6.5 Edit master data of the organisation

7.1.2 Edit web presence of your own organisation

- Menu item “Partner's common data”
- Tab “Web presence”

This menu item is visible only in case of internet administration being activated for
your organisation.

Details: Section 6.4.2 Tab “Web presence”

7.1.3 Edit electronic mailboxes for your own organisation

- Menu item “Partner's common data”
- Tab "Electronic mailboxes” (See 6.4.3 “Electronic mailboxes” tab)

This menu item is visible only in case of internet administration being activated for
your organisation.

7.2 User

7.2.1 Create a new user
- Menu item “Create a new user”

Details: Section 6.7 Create a new user
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71.2.2

Edit an existing user (basic details, applications and access rights)

Search for a user (details: Section 6.2 User search)
Click on ID in the search result list
Edit the master data or switch to tab “Applications” to edit user's rights

Details: Section 6.3 Manage user details

Assign / withdraw rights to/from several users in one step

Menu item “Assign applications”

Select all users to be edited

Select “assign” or “withdraw”

Change to the tab “Allowed applications”.
Select the corresponding applications / roles

Details: Section 6.9 Assign applications

7.2.4

Delete an existing user

Search for a user (details: Section 6.2 User search)
Click on the ¥ button in user's row

Assign an employee role to a user

Menu item “Manage employee roles”
Tab “Available employees”

Select employees

Select employee roles

Details: Section 6.6 Manage employee roles

7.2.6

Withdraw an employee role from a user

Menu item “Manage employee roles”
Click on the ¥ button in user's row

Details: Section 6.6 Manage employee roles
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8 Additional information

8.1 Multiple selections in list boxes
In some cases it is necessary to make multiple selections.

Example:

Lokaler, Administrator (DE471110.000)

Musterfrau, Klara (Musterfrau)
Mustermann, Karl (Mustermann)
Test, Test (Test)

Figure 46 Multiple selection

In this example the blue list entries are selected.

There are two ways to make multiple selections:
- Selecting a contiguous block of elements
- Selecting individual, non-contiguous elements

These two methods can also be combined.
Please note that the two possibilities described above will only work in the list
specially designed for multiple selection.
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Select a contiguous block of elements

Example:

Let’'s assume your wish is to select all names between “Mustermann, Karl” and
“Test2, Test2".

Lokaler, Administrator (DE471110.000)
Musterfrau, Klara (Musterfrau)
hustermann, karl (Mustermann)
T .

Test?, Test? (Test?)
Test?, Test3 (Testd)

Figure 47 Select a contiguous block

Please use the left mouse button to click on the name “Mustermann, Karl”; keep the
button pressed until you have moved the mouse down to the name “Test2, Test2”,
then release. All the selected names are now coloured in blue.
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Select individual, non-contiguous elements
Example:

Your wish is to select the names “Mustermann, Karl” and “Test2, Test2”.

Lokaler, Administratar (DE471110.0007)
Musterfrau, Klara (Musterfrau)
Mustermann, Karl (Mustermann)

Test, Test (Test)

: Test? (Test?)
Test2, Test3 (Test3)

Figure 48 Multiple selection with “Ctrl”

Please select the first name, “Mustermann, Karl”. Now press the “Ctrl” key on your
keyboard, hold it down, and click on the name “Test2, Test2”. While keeping the key
“CtrlI” pressed you can carry on selecting, until all the required objects have been
selected.

If you click on a specific name several times while keeping the “Ctrl” key pressed,
you will switch between selecting the name and cancelling your selection. You can
use this feature to remove names which were accidentally selected.
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8.2 Enter mobile numbers

A mobile phone number can be saved only with the prefix number of a mobile phone
supplier. If the prefix number is not available from the list of mobile phone suppliers
you can apply for it addressing the support team. Then a member of the support
team will check the prefix number and make it available in the portal.

The dialog window requesting a new mobile phone supplier prefix number will appear
if you click on the (2] button next to the input field.

Cant you enter your Mokil phone number because your maokile telephone supplier is
absent inthe choice box?

Then simply send us the number of your supplier, pleaze, =o that we can update the
choice list.

Your dealer portal team.

The number of my mokile telephone zupplier is:

(e.g.+43-171)

Figure 49 Request for a new mobile phone supplier prefix number
This dialog window allows the prefix number to be entered (e.g. +49-171). The
| button will save the number.

The | button closes the dialog window and discards the number.
The | button clears the input field.
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8.3 Validate an E-Mail Address

The email validation function has been activated for all organisations of dealer portal
with beginning of 2019.

Due to this function you can check whether the stored email address is valid. An
email will be sent to the given address.

The link contained in this email will lead you to the portal. After successful login a
message will appear under your favourites. It will confirm that the email address has
been successfully validated.

In order to validate an email address, please use the ™ vaiidate putton next to the entry
field.

Note that click on this button will not save any data that may have been changed!

Further information on validation is shown by clicking on the (2} icon next to the entry
field.

Under the entry field for the email address the status of the email validation is shown.
If the email address was successfully validated, the button for manual validation is
not visible. The button will only get available again after a user or an administrator
has changed the email address and saves the changes. In this case an automatic
validation mail will be send to the stored address. You can repeat this by clicking the
validation button manually.

8.4 Using the Password Self Service (PWSS)

A successfully validated email address is the precondition for using the “Password
Self Service”. See previous section to do this.

If you forgot your password or the account is locked due to too many failed attempts
you can use this function to reset your password and reactivate your account. If a
correct mail address is used and successfully validated you do not need an
administrator anymore.

Dealer Portal Handbook Page 59 of 62 FIK/S5

© Copyright Volkswagen AG Document-Version: 1.0.3.1 Retail, Wholesale and Integration

dealerportal_UserManual_1.0.3.1-eng_anw.doc




Dealer Portal Handbook

VOLKSWAGEN AG

Dealer portal.

Available languages

Deutsch Welcome.
English
Frangais Leogin Systemstate Telephone Support
Espaiiol
Ialiano To work with the portal and its applications, you must authenticate yourself.
Nederlands Please remember: The password is case sensitive!
US English
Global-UserlD Password
L4

Login with Org-1D and UserlD

Forgot password?

Documentation for Dealer Portal

VOLKSWAGEN AG is a publicly quoted stock corporation under German law, with its -
registered office in Wolfsburg.

Chairman of the Board of Management-
Herbert Diess

| |

After clicking the “forgot password?” link below the login fields you will be asked to
enter the mail address used for your account.

Password Self Service

Please enter the email address, that is associated with your account and was validated. You
will get am email with one link [per accoum] 10 reset your password.

| Portal W submit

If the provided mail address is correct a mail will be send to this address. It contains
one link per account (Global UserID) that uses the entered mail address. You get a
confirmation on the screen with the additional information about the expiration time of

the links. If links are already expired you will get an according message after calling
them. In this case you have to start the process again.
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Password Self Service

Dear user,

thank you for using PWSS (Password Self Service).

You will shortly receive an email to the aﬂdress‘mlkswagen,dewnn one

or multiple links_

You can reset the password for your Dealer Portal account{s) via the link(s).
Due to security reasons the link will only be valid for 00:20 hours.

Best Regards,

Dealer Portal Team

| M Portal |

By calling the Links you will be asked to reset the password of the according Global-
UserID. You have to consider the Dealer Portal password policies as usual.

If the PWSS process is finished successfully you can instantly use the new password
for login to Dealer Portal.

Note:

If the mail address of a user has been changed by an admin or in the personal profile
by the user himself validation status expires. The PWSS function can only be used
again when validation has been repeated for the changed mail address (per
account).
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9 Glossary
CPN CentralPartnerNetwork

Central network within Volkswagen (Plant systems)
PWSS Password Self Service

A “forgot password” function in Dealer Portal that allows users to reset their passwords

on their own without any admin

10 History
Version |Datum Beschreibung Veranlasst | Geandert
von durch

1.0.0.0 03.01.2005 | Creation of the document VHL AIN
1.0.1.0 07.06.2005 | Document checked, expanded and corrected STI GFH
1.0.1.1 01.07.2005 | Screenshot corrected STI MAT
1.0.1.2 25.07.2005 | ¢ Organisation gets the securitycode from the importer STI MAT

¢ Button “back” of the browser should not be used

o Applications are shown only if available depending on the login

e Repeatedly wrong password disables user for three minutes
1.0.2.2 08.09.2008 | e Introduction of the Global-UserlD KTL LSR

e Text updated

e Screenshots updated
1.0.3.0 07.01.2019 | ¢ Updated “Validate an E-Mail Address” JvY CTR

e New “Using the Password Self Service (PWSS)”
1.03.1 24.01.2019 | « Removed sections for “Personal notifications” Jvy CTR

o Updated required version for Internet Explorer
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